Problem with Microsoft Windows® XP Service Pack 2

1. Symptom of the problem :

Network Scan and some network functions of the Panasonic Document Management System (PDMS)
may not work when Windows XP is updated with Service Pack 2.

2. Cause:

The Internet Connection Firewall (ICF) is now enabled by default after installation of the Service
Pack 2.
ICF may also be enabled by default in future Windows products, so please check it during installation.

3. Field Countermeasure :

The problem will be solved by configuring ICF.
Please see below, there are two ways to turn OFF ICF in Windows XP.

4. Final Countermeasure :

A setup utility will be included in Panasonic-DMS for future products.

How to turn OFF the Windows Internet Connection Firewall

1. Click Start, and then click Control Panel.
There are two types of display methods for Control Panel.
Category View > go to step 2a-1
Classic View - go to step 2b

2a-1. Click Security Center.

Category View
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2a-2. Click Windows Firewall then Go to step 3
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2b. Double-Click Windows Firewall then Go to step 3

Classic View
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3. Select the Exceptions tab.

= Windows Firewall

General |! Exceptions Il Advanced |

"Windows Firewall helpz protect your computer by preventing unauthorized users
from gaining access to your computer through the Internet or a netwaork.

Q ot
Thiz zetting block s all outside sources from cotinecting to thiz

computer, with the exception of those selected on the Exceptions tab.

[]Don't allow exceptions

Select this when you connect ta public netwarks in lezs zecure
locations, such as airports. You will not be natified when Windows

Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@ () Off [not recommended]

Anvoid uging thig getting. Turning off Windows Firewall may make thig
computer mare vulnerable to viruzes and intruders.

Windows Firewall iz using your non-domain settings.

What elre should | khow about 'Windows Firewsll?

[ 0K ] [ Cancel

4. Click Add Program, then go to step 5a.
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5a. Click the program that you want to add and click OK, then go to 7a.
If the program that you want to add is not shown in the list, click Browse then go to 5b.

Add a Program |Z|

To allow communications with a program by adding it to the Exceptions list,
zelact the program. or click Browse to search for one that is not listed.

Programs:

W MSH Explarer

E P etwark, Device Locatar

M etwark, Scanner Configuration
L";.I Cutlock Express

E Panafax Desktop

|

& Panazonic Communications L tility

Q) Pirbal

1 Solitaire

& Spider Salitaire
ﬁl Uningtall

3 Windows Messzenger

il

Path: IE:'\F‘rugram FiIeskPanasunic'\F‘anasonic-DMS\‘[ Browse... ]

]

5b. Select the desired program, then click Open.

Note: Please refer to the Program List at the end of this document to find the appropriate
program or file.

Bravaso
Lockim (3 Traphiordor 5| oF e m-
)
i
Wy Fipcerd
Documents
Deskiop
Wy Dozuments
Wy Conpuia
! Fie pares: Tragmevk e - Toen
Wy Mebwal  Flezolbpe Appicahions [* s .comied) = T

e.g. : Trapmnnt.exe is related to four types of program software.



5c. Make sure the file exists in the Programs list, then click OK. (File name must be yxxxx.€Xe)

Add a Program &|

Ta allows communications with a pragram by adding it to the Exceptions list,
zelect the pragram, ar click Browsze to search for one that iz nat listed.

Programs:

W MSH Explarer

E Metwork Device Locatar
Metwork Scanner Configuration
L";I Dutlock Express

E Panafax Desktop

@ Pinbal

18l Solitaire

>3

1= Urirnzkal
3 Windows Messenger o

Path: IC:'\F’ngram FileshPanazonichT raptonitart,Tra H Browse... ]

|

6. Make sure the program file exists in the Windows Firewall Exception list.
If you need to continue to add programs, repeat from step 4 above. If completed, click OK
then go to step 7a.

"= Windows Firewall

Windows Firewall i blocking incoming network, connections, except for the
programs and services selected below. Adding exceptions allows some programs
to work better but might increase your security risk.

Programs and Services:

Marne
[ File and Frinter Sharing
Remote Assistance

[ 4ddFogam.. | [ AddPor. ||  Edt. || Dok

Dizplay a notification when 'Windows Firewall blocks a program

‘what are the nisks of allowing exceptions?

[ 0K ] I[ Cancel




7a. Make sure the program name exists in the Windows Firewall Exception list.
If you need to continue to add programs, repeat from step 4 above. If completed, click OK.

"= Windows Firewall

| General | Exceptions | Advariced|
“windows Fireweall iz blocking incoming network connectionz, except for the

programs and services selected below. Adding exceptions allows zome progranns
to work. better but might increaze your security risk.

Programs and Services:

Name
File_and Printer Sharing

Panasonic Communications L tiliy l

W Remate Azsistance

[J Remote Deskiop
O UPAP Framewark:

[ AddPogam. | [ 4ddPat. |[  Edt.

Dizgplay a notification when Windows Firewall blocks a program

[ =

what are the risks of allowing exceptions?

8. Close the Control Panel.



Program List for Communication with Windows XP SP?2

To allow communications with a program, add an appropriate program or file as shown in below.

Program Software
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X | X Program name: Communications Utility

X| XX (a)|File name: \Program Files\Panasonic\TrapMonitor\Trapmnnt.exe
X File name: \Program Files\Panasonic Web Status Monitor\snmpapp.exe
X | X File name: \Program Files\Panasonic\Panasonic-DMS\Network MFP Utilities\CnfgEditor\SYSTEM\mfrspool.exe
X | X File name: \WINDOWS\system32\inetsrviinetinfo.exe
X File name: \Program Files\MetaConsole\MetaConsoleServer.exe
X [File name: \Program Files\Panasonic\Document Distribution System\JavaSoft\bin\java.exe
X [File name: \Program Files\Panasonic\Document Distribution System\LpdEx.exe

Note (a): It is required only after version 1.5.






