Security Alert Dialog Box

When installing the program with SSL selected, a Windows security alert dialog box may
appear each time you open Internet Explorer®.

This section describes how to prevent the display of the security alert dialog box.

This program does not collect personal information or pose a security threat.
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Using Microsoft® Internet Explorer® 6
(Windows® 2000/ Windows® XP/ Windows Server® 2003)

1. In the Security Alert window, click View Certificate.

Security Alert E|

rir‘ll Information pou exchange with thiz site cannot be viewed or
?. changed by athers. Howeser, there iz a problem with the site's

security certificate.

& The security certificate was izsued by a company you have
hot chogsen to trust, Wiew the certificate to determine whether
vaLl want ba trugt the certifving autharity,

0 The security certificate date is valid.

The zecunty certificate has a walid name matching the name
of the page pou are tiving bo wisw.

Do you want to proceed?

Tes Mo | Wiew Certificate |
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2. Select the Certification Path tab, select Panasonic Document Web Service, and click View
Certificate.

Certificate

General | Details(( Certification Path |

@x’ Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issued to:

Issued by: Panasonic Document Web Service

valid from 10/24/2006 bo 12/5/2036

Issuer Staktement

Certificate

General | Details | Certification Path

Certification path

3 r'lF'ana-_:-:-ni-: Documnent \Web Service

—

( Wiew Certificate }

This CA Root certificate is not trusted because it is not in the Trusted Rook
ertification Authorities store.,

Certificate status:
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3. Click Install Certificate....

Certificate E]E]

@eneral | Details | Certification Path

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Panasonic Document Web Service

Issued by: Panasonic Document Web Service

valid from 10/19/2006 to 11/30/2036

4. Click Next to open the Certificate Import Wizard.

Certificate Import Wizard EI

Welcome to the Certificate Import

Wizard

This wizard helps you copy certificates, certificate trusk
lists, and certificate revocation lists Fram wour disk to a
certificate stare,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and conkains information
used to proteck data or to establish secure network
connections. & certificate store is the system area where
certificates are kepk,

To conkinue, dlick Mext,

( next= :l[ Cancel
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5. Select Place all certificates in the following store, and then click Browse....

Certificate Import Wizard f'5_<|

Certificate Store

Certificate stores are swstem areas where certificates are kept.

\Windows can automatically seleck a certificate skore, ar yaou can specify a lacation Far

) At

(%) Place all certificates in the Following store:

tore based on the tvpe of certificate

Certificate SroreT

| [ Browse, .. ]

[ < Back ” Mext = ][ Cancel ]

6. Select the Show physical stores checkbox, select the Registry folder under the Trusted Root
Certification Authorities folder, and then click OK.

Select Certificate Store

Select the certificate store wou want ko use,

L3 Personal ~
rusted Rook Certification Autharit

[ Local Computer

(L3 Enterprise Trusk
.77 Tnkermediabe ertificabinn Lbharibies

< | =

(|v] show physical stores

=
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7. Click Next.

Certificate Import Wizard EI

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or vou can specify a location For
() Aukomatically select the certificate store based on the type of certificate
{*) Place all certificates in the following store

Certificate store:

Trusted Foot Certification Authorities\Registry Browise, .,

< Back m [ Cancel
—

8. Click Finish.

Certificate Import Wizard EI

Completing the Certificate Import

Wizard

‘fou have successfully completed the Certificate Import
wizard,

‘fou have specified the Following settings:

Certificate Store Selected by User  Trusted Roaok Certific,
Content Certificate

< Back ﬂ Finish ) Cancel
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9. In the Root Certificate Store dialog box, click Yes, and then click OK in the next dialog box.
Check the certificate to ensure secure communications.

When installing the certificate, be sure to confirm the thumbprint. The correct thumbprint is
as follows:

934718A9 6B4CEASS 06287D87 BC7AA4AF8F D3F1F2Al

Root Certificate Store .

'E Do waou want bo ADD Ehe Following certificate to the Root Skare?
L3

Subject : Panasonic Document 'Web Service, Office Metwark Company, "Panasaonic Communications Ca., Lkd.", JP
Issuer : Self Issued

Tirme YWalidity @ Thursdaw, Ockober 19, 2006 through Sunday, Movember 30, 2036

Serial Mumber : 0046189F 2F2a0E04 D1

Thumbprint {shal) : 934718489 6B4CEASS 06287087 BCFA4F3F D3F1FZA1

Thumbprint {mds) : 3140824848 9C747394 OBE14845 G45C0446

C =

Certificate Import Wizard E|

1 ) The impart was successul,
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10. Close Internet Explorer®.
Internet Explorer® is now configured not to display the security alert dialog box.

3 Login - Microsoft Internet Explorer,
File Edit Wiew Favorites Tools Help

GBack M <2 ) \_Ll \:LI lj /. ) Search 5 (Favnntes w‘l\’ledla -E"t =
Address @ https:) ) . Go

Panasonic

Web Applications

Network Accounting Manager

@ Daone ) ‘:g Local inkranet
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Using Windows® Internet Explorer® 7
(Windows® XP/Windows Server® 2003)

1. In the Certificate Error screen, click Continue to this website (not recommended).

{= Certificate Error: Navigation Blocked - Windows Internet Explorer |Z||E|r§__<|
@ \h_, - | €] https:|f v| ‘, » | | o

Sm— i il »
i’:? '1"'31" [@Certiﬁcate Error: Mavigation Blocked ] l @ < F__J - - |-_|;1’Eage A * ] Taols -

|@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.

@ to this website (not reco@

@ More information

Done

€ Internet H100% v
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2. Click Cetrtificate Error and View certificates.

| 14l Certificate Error

i

@xﬂ i |E’. Https:f
W |f_§Lngin

= %
'&g' Untrusted Certificate

The security certificate presented by this
webhsite was notissued by a trusted
cerificate autharity.

Thiz praklem may indicate an attempt to
fool you ar intercept any data you send to
the server.

We recammend that you close this
wehpage.
About cedificate errors

Yiew cerificates
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3. Select the Certification Path tab, select Panasonic Document Web Service, and click View
Certificate.

Certificate

General | Detail| Certification Path |

@x’ Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issued to:

Issued by: Panasonic Docurment Web Service

valid from 10/24/2006 to 12/5/2036

Certificate

Panasonic Document Web Service

_-

This & Raoot certificate is not trusted because it is naot in the Trusted Rook
Zertification Authorities store,

Certificate status:
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4. Click Install Certificate....

Certificate E]g]

aeneral |Details | Certification Path

B
Eg- Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bto: Panasonic Document Web Service

Issued by: Panasonic Document Web Service

valid from 10/19/2006 bo 11/30/2036

Install Certificate, .|

5. Click Next to open the Certificate Import Wizard.

Certificate Import Wizard EI

Welcome to the Certificate Import

Wizard

This wizard helps you copy certificates, certificate trusk
lists, and certificate revocation lists Fram wour disk to a
certificate stare,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ko protect data or to establish secure network,
conneckions, & certificate skare is the system area where
certificates are kepk,

To continue, click Mext,

@ Cancel

'h-.___-_,-l-"
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6. Select Place all certificates in the following store, and then click Browse....

Certificate Import Wizand f'5_<|

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or vou can specify a location For

() Aukomatically select the certificate store based on the type of certificate

@all certificates in the Fu:ullnwin@

Certificate store:

| ( Browse, ..

[ < Back ” Mext = l[ Cancel ]

7. Select the Show physical stores checkbox, select the Registry folder under the Trusted Root
Certification Authorities folder, and then click OK.

Select Certificate Store

Select the certificate store wou wank ko use,

[ Personal Py

rusted Rook Certification ﬁ%-

[ Local Comparer

[ Enterprise Trust

#0771 Tnbermadiaba Carkificabinn Lntharibiee !
< | >

[ |¥] show phrysical stores
t QK } ’ Cancel

12/25



8. Click Next.

Certificate Import Wizard EI

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or vou can specify a location For
() Aukomatically select the certificate store based on the type of certificate
{*) Place all certificates in the following store

Certificate store:

Trusted Foot Certification Authorities\Registry Browise, .,

Back | Mext . |
TN )
9. Click Finish.

Certificate Import Wizard EI

Completing the Certificate Import

Wizard

‘fou have successfully completed the Certificate Import
wizard,

‘fou have specified the Following settings:

Certificate Store Selected by User  Trusted Roaok Certific,
Content Certificate

< Back ﬂ Finish ) Cancel
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10. In the Root Certificate Store dialog box, click Yes, and then click OK in the next dialog
box.

Check the certificate to ensure secure communications.

When installing the certificate, be sure to confirm the thumbprint. The correct thumbprint is
as follows:

934718A9 6BACEASS 06287D87 BC7A4F8F D3F1F2A1

Security Warning .

'*_., Wou are abaout ta install a certificate From a certification authority (CA) claiming to represent:
= Panasonic Document Web Service

Windows cannot walidate that the certificate is actually From "Panasonic Document \eb Service", You should confirm
its origin by contacting "Panasonic Document Web Service”, The Following number will assist you in this process;

Thumbprink (shall; 93471849 6B4CEASS 06257087 BCTA4FEF DIFIFZAL
‘\Warning:

If wou install this root certificate, Windows will automatically trust any certificate issued by this Ca, Installing a
certificate with an unconfirmed thumbprint is a security risk, IF you dlick "Yes" vou acknowledge this risk,

Do wou want ko install this certificate?
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11. Close Internet Explorer®.
Internet Explorer® is now configured not to display the security alert dialog box.

EEX

B

- 3
iy - |3k Page - 0K Tools ~

Network Accounting Manager

Dane [ € Internet R I00% -
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Using Windows® Internet Explorer® 7 (windows Vista™)

1. In the Certificate Error screen, click Continue to this website (not recommended).

* ﬁ'ﬁ | g Certificate Error: Mavigation Blocked y ‘

-

I |.@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.
We recommend that you close this webpage and do not continue to this website.

| & Click here to dose this webpage.

@ to this website (not reco@

& More information

 |Done €D Internet | Protected Mode: On F100% -
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2. Double-click Protected Mode displayed in the status bar at the bottom of Internet

Explorer®.

}g Login - Windows Internet Explorer
i I & Login l |

o = e |
<o 32 i| Live Search o~
>

o~ B ~ o - [k Page v ¥ Tools » >

Panasonic

Web Applications

Network Accounting Manager

.

8

8 Internet | Protected Mode: On H100% -
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3. Add the address (https://<IP address of your server>) to your Trusted sites.

Select a zone to view or change se::urlg zetting

¢ G

Internet Local intrane Tm='+Ed sites strlr:ted sites

Trusted sites
Eites
W, This zone contains websites that you
trust not to damage your computer ar
your files,

Security level for this zone
Allowed levels for this zone: All

I Medium
- Prompts before downloading potentially unsafe

|':| content
- Unsigned ActiveX controls will not be downloaded

[|Enable Protected Mode {requires restarting Internet Explorer)

Custom level. .. . Default level

| Reset all zones to default level

Trusted sites

You can add and remove websites from this zone. All websites in
¥ this zone will use the zone's security settings.

Add this website to the zone: —
https:/ | Add
Websites:
Remove .

Reqguire server verification (https:) for all sites in this zone
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4. Close Internet Explorer®.

5. Open the program again in Internet Explorer® to display the following page.

=)
o | TR

i - —_ = e
Wl |@Login . f - B - o v [hPage v {{} Tools ~

Panasonic

Web Applications

Network Accounting Manager

Done Lq!} J Trusted sites | Protected Mode: Off HI00% -

6. Click Certificate Error and View certificates.

[ B E‘.‘g| Live Search
x

g‘i‘? N @] v |2k Page v i Tools »

I-ka-l Untrusted Certificate
-

The security certificate presented by this

PanaSMic website was not issued by a trusted

certificate authority.

This preblem may indicate an attempt to
fool you or intercept any data you send to
the server,

WEb / We recommend that you close this webpage.

About certificate errors

View certificates

Network Accounting Manager
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7. Select the Certification Path tab, select Panasonic Document Web Service, and click View
Certificate.

General | petails| Certification Path
e e—

bﬂ _. Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issued to: [T

Issued by: Panasonic Document Web Service

Valid from 2006/10/24 to 2036/12/05

E_.nst::ll Cartiﬁmbe...i | Issuer Statement i

Learn more about tertificated

Certification Path

Certificati

Panasonic Document Web Service

e —

< View Certificate )
Certificate status:

is CA Root certificate is not trusted because it is not in the Trusted Root
Certification Authorities store.

Learn more about certification paths
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8. Click Install Certificate....

General |Deiﬁﬂs | Certification Path |

@ﬁ . Certificate Information

This CA Root certificate is not trusted. To enable trust,
R install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Panasonic Document Web Service

Issued by: Panasonic Document Web Service

Valid from 2006/10/19 to 2035/11/30

Install Certificate...

Issuer Statement

Learn more about &2

9. Click Next to open the Certificate Import Wizard.

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

& certificate, which is issued by & certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure netwaork
connections. A certificate store is the system area where
certificates are kept,

To continue, dick Next.
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10. Select Place all certificates in the following store, and then click Browse....

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

@D_Ei" certificates in the Folluwin;Ltor;ej:)

Certificate store:

Learn more about cerfificate stores

11. Select the Show physical stores checkbox, select the Registry folder under the Trusted
Root Certification Authorities folder, and then click OK.

Select Certificate Store

Select the certificate store you want to use,

- | Persopal
T Trusted Root Certification Authorities

(Nl Registry

- | Enterprise Trust
.l | Tntermediste Certificatinn Anthnrities
4 i [»

Show physical stores
(i K. I) Cancel
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12. Click Next.

Certificate Impor

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate,

() Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities¥Registry E Browse... ;

Learn more about certificate stores

13. Click Finish.

Certificate Import W

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:
Certificate Store Selected by User QB0 lv 8= gl
Content Certificate
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14. In the Security Warning dialog box, click Yes, and then click OK in the next dialog box.
Check the certificate to ensure secure communications.

When installing the certificate, be sure to confirm the thumbprint. The correct thumbprint is
as follows:

934718A9 6B4CEAS5S5 06287D87 BC7A4F8F D3F1F2A1

— _
Security Warning

. You are about to install a certificate from a certification authority (CA)
LE claiming to represent:

Panasonic Document Web Service

Windows cannot validate that the certificate is actually from "Panasonic
Document Web Service". You should confirm its origin by contacting
"Panasonic Document Web Service”. The following number will assist
you in this process:

Thumbprint (shal): 934718A9 6BACEASS 06287087 BCTAAFSF D3F1F2A1

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?
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15. Close Internet Explorer®.

Internet Explorer® is now configured not to display the security alert dialog box.

G |§Login

Panasonic

Web Applications

Network Accounting Manager

| [ « Trusted sites | Protected Mode: Off H100% -
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